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ScoPE

The Dunn School Digital Citizenship Agreement defines the rights and obligations of Dunn School
technology users (students, faculty, staff and visitors) and the policies of the Dunn School Technology
Department. This agreement replaces the previously published Acceptable Use Policy.

DUNN ScHooL NETWORK OVERVIEW

Dunn School provides a Local Area Network (LAN) connected to the Internet. This allows Dunn School
technology users to access a wide variety of computer and information resources. The goal in providing
these resources is to promote educational excellence, communication of ideas, and freedom of inquiry.

The guiding principles of the Dunn School LAN are the Dunn School Core Values. This Agreement is
further informed by the American Library Association Library Bill of Rights. The Dunn School LAN passes
electronic traffic freely, with a minimum of constraints as specified in the Children’s Internet Protection
Act. The Dunn School LAN is available to students daily from 6 AM to Midnight.

Dunn School is the sole owner of the Dunn School LAN. This includes user names and passwords, all
servers, cables, routers, switches, wireless access points, hubs, school owned computers, software,
student and faculty e-mail, and all data stored on the servers. Access to the Dunn School LAN is provided
at the discretion of Dunn School.

UNACCEPTABLE USE

Use of the Dunn School LAN must be consistent with the Dunn School Core Values. The following
activities constitute violations of the Digital Citizenship Agreement:

- Making, broadcasting or retransmitting a photograph, video or audio recording of any
school activity including but not limited to class discussions without the explicit permission
of the person being photographed or recorded.

- Utilizing another user’s credentials (i.e.: user name, password), giving your credentials to
another user or in any way attempting to disguise your identity.
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- Any unauthorized access to the Dunn School LAN, either physical or virtual.

- Any malicious attempt to modify, harm, or destroy data on the Dunn School LAN, or any
other system or network unless the user has authorization to perform these tasks.

- Participating in any type of criminal activity, including downloading, copying or distributing
copyrighted materials.

- Committing an act of plagiarism.

- Committing an act of cyber-bullying which is defined as: “when a child, preteen or teen is
tormented, threatened, harassed, humiliated, embarrassed or otherwise targeted by
another child, preteen or teen using the Internet, interactive and digital technologies or
mobile phones.”

SECURITY

Security on the Dunn School LAN is a high priority. Notify the Dunn School Technology Department
immediately if you identify a security problem on any component of the Dunn School LAN. Never
demonstrate the vulnerability to another user.

There is no anonymity on the Dunn School LAN. The Technology Department monitors use of the
network for diagnostic and security purposes. All activity on the Dunn School LAN including e-mail
messages, web searches, print jobs, and network storage is not anonymous.

PENALTIES

Violating the Digital Citizenship Agreement is a violation of school rules. Penalties for violations may
include disciplinary actions including Friday night detention, work crews, suspension, expulsion, and/or
criminal prosecution. The Dunn School Technology Department will cooperate fully with investigations
by law enforcement agencies. Users of the Dunn School LAN will be responsible for any and all legal fees
caused by their misuse of the Dunn School LAN.

PRIVATELY OWNED COMPUTERS

You may connect your privately owned computer to the Dunn School LAN; however, the following rules
apply: all privately owned computers must be registered with the Dunn School Technology Department
and must be running up to date antivirus software. The registration process may include the School
documenting the privately owned computer’s Media Access Control (MAC) address for identification on
the Dunn School LAN. Users may not connect any hubs, switches, routers, wireless access points or
servers to the Dunn School LAN without explicit written permission from the Dunn School Technology
Department.



Return to Dunn School by Friday, July 15% Required Form — all grades

DISCLAIMER

The ultimate responsibility for appropriate use of the Dunn School LAN resides with the user. All users of
the Dunn School LAN are required to report violations of the Digital Citizenship Agreement to the Dunn
School Technology Department.

Dunn School takes reasonable precautions to protect the Dunn School LAN from harmful content.
Technology makes absolute control of all on-line activities impossible. Dunn School is not liable for any
damage to user systems incurred while connecting to the Dunn School LAN or the Internet.

Any changes to this document will be announced and distributed to the Dunn School community before
taking effect.

| have read and understand the Dunn School Digital Citizenship Agreement.

Name: Date:
Signature:
Parent or Legal Guardian Date:

Signature:




